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Basic Demographics

Q: Whatis your age?

30%

25%

20%

15%

10%

5%

0% -

20-24  25-29 30-34  35-39  40-44 4549 50-54  55-59 60+

Age: The survey data reveals a predominantly mature
workforce, with a significant proportion of respondents
aged 50-54, followed by those in the 55-59 age
bracket. This trend highlights the accumulation of
extensive experience and expertise within the sector.

Interestingly, the survey also shows participation
from younger age groups, although to a lesser extent,
adding validity to the ongoing efforts to attract new
talent into the field. The presence of these younger
professionals is essential for the continual infusion
of fresh ideas and contemporary skills, which are
necessary to keep pace with rapid technological
advancements and evolving cyber threats. This age
diversity within the cybersecurity workforce suggests
a dynamic intergenerational exchange that can create
some communication challenges, but also enhances
the robustness and adaptability of cybersecurity
strategies in OT environments.
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Q: Whatis your gender?

Prefer not to answer
5%

Gender: We polled the gender distribution of
professionals working within the cybersecurity field
of operational technology (OT). The data shows a
significant predominance of male professionals,
making up 85.57% of respondents, which aligns with
the broader trend often observed in the tech and
cybersecurity sectors. This highlights a continuing
gender disparity within the field, underscoring the
need to better understand the skills, improve hiring
and application processes, and make available jobs
more attractive to a broader talent pool.

Interestingly, while the female representation
remains low at 9.28%, the survey indicates efforts to
recognize and perhaps bridge this gap, with initiatives
or discussions possibly underway to increase gender
diversity. This demographic snapshot not only sheds
light on current workforce composition but also
potentially sets the stage for future diversity and
inclusion efforts aimed at enriching the cybersecurity
domain with a wider range of perspectives and skills.

Implications for Diversity and Inclusion:
The gender distribution within the OT
cybersecurity workforce underscores the
importance of continuing efforts to enhance
diversity and inclusion within the field. A more
diverse workforce can contribute a wider range
of perspectives, experiences, and solutions to the
complex challenges of cybersecurity, fostering
innovation and resilience.

Addressing Gender Diversity Challenges:
The relatively low percentage of female
respondents reflects broader challenges in
attracting and retaining women in cybersecurity
roles. Addressing these challenges requires
concerted efforts across education, recruitment,
retention, and career development processes

to create more inclusive and supportive
environments for women and other
underrepresented groups.

Educational and Career Pathways: In the
context of the educational background and
age distribution data previously discussed,
the gender distribution prompts further
consideration of how educational and career
pathways into OT cybersecurity might differ.
Encouraging diverse participation from an

early educational stage, offering mentorship

opportunities, and highlighting role models
from underrepresented groups could help
broaden the talent pipeline.




Broadening the Talent Pool: While the data
shows a highly educated workforce, the presence
of professionals with varied educational
backgrounds highlights the diverse paths
through which individuals can enter the field of
OT cybersecurity. This diversity is essential for
building a robust talent pool with a wide range of
skills and perspectives.

Future Trends in Education and
Cybersecurity:The demand for advanced
cybersecurity skills in the OT domain may
continue to influence educational trends, with
an increasing number of professionals seeking
graduate-level education or specialized training
in cybersecurity. Furthermore, the integration of
OT-specific content into cybersecurity education
and training programs could further enhance the
preparedness of the workforce.

Linking Education to Implementation
Challenges: The educational background

of professionals may also inform the
implementation efforts and costs associated
with cybersecurity technologies, as seen in
previous data. A higher level of education could
correlate with a more effective and efficient
implementation process, though challenges
related to complex technologies and integration
requirements remain.

Q: What is the highest level of school you have completed or the highest degree you

have received?
High school or Some college
equivalent but no degree
Other L 3% 5%
5%

Graduate
degree
52%

Education: We examined the educational
backgrounds of the cybersecurity professionals
engaged in protecting operational technology
environments. The survey results highlight a highly
educated workforce, with a significant portion

of respondents holding graduate degrees. This
underscores the complexity and critical nature of

OT cybersecurity, requiring a deep understanding of
technology, engineering/safety, and security practices.

Notably, the prevalence of advanced degrees
among respondents suggests a strong correlation
between higher education and the roles that

The survey data highlights the highly educated nature of the workforce involved in OT cybersecurity,
emphasizing the role of advanced education in equipping professionals to address the sophisticated
challenges of securing operational technology environments. As the field continues to evolve, the educational
qualifications of cybersecurity professionals will remain a critical factor in advancing cybersecurity practices
and ensuring the resilience of OT systems against emerging threats.

Associate degree
2%

Bachelor
degree
33%

demand sophisticated skills in threat assessment,
system protection, and compliance with rigorous
industry standards. This trend indicates that the

OT cybersecurity sector values formal education,
which likely provides the theoretical and practical
foundations necessary for handling the intricate
challenges present in securing industrial control
systems. The educational background of these
professionals not only enhances their ability to design
and implement effective security measures but also
prepares them to innovate and operationally adapt to
the rapidly evolving cyber threat landscape.



Industry and Sector Profiles

Q: In which sector do you primarily work??

Information Technology
Energy (Electric)

Other

Manufacturing (Critical)
Energy (Oil & Gas)
Manufacturing (non-critical)
Transportation Systems
Water and Wastewater
Communications

Facilities (Government)
Financial Services

Facilities (Commercial)
Healthcare and Public Health
Defense Industrial Base
Chemical

Agriculture (incl Food & Bev)
Nuclear Reactors, Materials, and Waste
Emergency Services

Dams

Waste Management and Remediation

0%

10%

20%

Information Technology: Following closely
with 17.66%, this sector’s strong presence
reflects the intertwined nature of ITand OT
cybersecurity, underscoring the importance

of securing information systems that support
operational technologies across all industries.

Energy (Electric): The largest single-industry
segment representation at 13.77%, indicating a
significant concern for cybersecurity within the
electric energy sector. This could be due to the
critical nature of energy infrastructure and the
high stakes associated with potential cyber-
attacks.

Manufacturing (Critical): With 11.98%,
critical manufacturing sectors are also
significantly represented, highlighting concerns
over the cybersecurity of systems that are
essential for the production and distribution of
critical goods.

The significant presence of respondents from the Information Technology sector signals the growing recognition
of cybersecurity as a critical component of IT operations, reinforcing the need for advanced protective measures
in this area. Similarly, the substantial focus on the Energy sector, particularly electric, points to the strategic
importance of securing energy infrastructures, which are often targets of sophisticated cyber-attacks due to
their critical role in national security and economy. These findings reflect a broader trend towards prioritizing
cybersecurity efforts in sectors that are crucial to national and economic stability, driving demand for tailored
cybersecurity solutions that address the specific risks and regulations of these industries.
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Energy (Oil & Gas): With 7.78%, the oil
and gas sector shows notable participation,
similar to the electric sector, emphasizing
the importance of cybersecurity in protecting
energy resources and infrastructure.

Other: This category garnered 13.47%,
indicating a variety of sectors not explicitly
listed in the survey but which still hold
significant interestin OT cybersecurity.



Sector-Specific Cybersecurity Challenges:
The varied industries highlight subsector-specific
challenges in OT cybersecurity. For instance, the
Electric Power sector faces the dual challenge

of ensuring the reliability of power distribution
and safeguarding against cyber-physical threats,
whereas the Manufacturing sector must contend
with protecting industrial control systems
alongside ensuring product integrity.

Importance of Cross-Sector Collaboration:
The presence of professionals from a broad
spectrum of sectors underscores the potential
benefits in sharing best practices, threat
intelligence, and technological solutions to
common cybersecurity challenges.

Impact of Regulatory and Compliance
Requirements: Different sectors face varying
regulatory and compliance requirements,

influencing their cybersecurity strategies and
priorities. For example, the Government and
Electric Power sectors may be subject to more
stringent regulations.

Future Trends in Sector-Specific
Cybersecurity Needs: As technology
continues to advance and the threat landscape
evolves, sector-specific cybersecurity needs will
also change. Keeping abreast of these trends and
fostering a dynamic approach to cybersecurity
will be crucial for organizations in all sectors.

Q: To help us gain more detailed industry data, please indicate in which subsec-

tor(s) you primarily work

Professional, Scientific, and Technical Services
Government

Oil and Gas - Processing, Refining
Manufacturing - Chemical

Finance/Insurance

Electric Power - Distribution
Telecommunications

Oil and Gas - Extraction

Management of Companies and Enterprises
Electric Power - Transmission

Electric Power - Generation

Water, Sewage and Other Systems

Other Information Services

Oil and Gas - Transmission/Distribution
Manufacturing - Fabricated Metal Product
Manufacturing - Computer and Electronic Product
Transportation -Rail

Manufacturing - Transportation Equipment
Manufacturing - Pharmaceutical
Manufacturing - Food/Beverage
Manufacturing - Electrical, Appliance, and Component
Hospitals

Aerospace (including Defense)
Transportation -Water

Transportation -Transit and Ground Passenger
Transportation - Air

Natural Gas Distribution

Mining (except Oil and Gas)

Manufacturing - Primary Metal
Manufacturing - Paper

Manufacturing - Machinery

Educational Services

Delivery Services

Agriculture

0%

2%

4%

6%

8%

10%

12%
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Domain Authority

Q: What is your or your organization’s
category inrelation to control system
cyber security?

Asset Owner
34%

Technology
vendor
15%

Security services
vendor/consultancy
33%

The balanced representation between asset owners
and security services vendors/consultants highlights
the survey's comprehensive coverage of key
stakeholders in OT cybersecurity. This distribution
suggests a valuable mix of insights from those who
manage and operate OT systems daily and those
who advise or support these entities in securing their
operations against cyber threats.

The technology vendors’ responses are also significant,

as they provide the tools and solutions integral to

protecting OT environments. Meanwhile, the presence

of respondents outside these categories indicates this

topic's reach to professionals interested in OT security

who may be employed at companies that currently do
not focus onit.
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Q: Please identify your role in making
decisions on control system security-
related expenditures?

Other None of the above
8% 10%

Approving financial
decisions
5%

Recommending
financial decisions
31% Making financial
decisions
10%

Influencing financial
decisions
36%

Assignificant portion indicated that they are primarily
involved in influencing or recommending decisions,
rather than having direct authority. This trend suggests
that while many OT cybersecurity professionals are key
contributors to the cybersecurity strategy, final financial
authority often resides with higher executive levels, such
as CISOs, IT/OT directors, or facility managers.

The dataalsoillustrates a collaborative decision-
making process within organizations, where multiple
roles contribute to the cybersecurity budgeting and
strategy discussions. This reflects the complex nature of
cybersecurity in OT environments, where understanding
the technical, operational, and strategic aspects is crucial
for effective risk management. The involvement of
various levels within the organization in these decisions
underscores the recognized importance of cybersecurity
as a critical component of the operation.

Survey Segments

All survey participants were asked
to identify their organization’s
primary function at the beginning
of the questionnaire.

Shown in the chart on the left,

this breakdown resulted in

a nearly even split between
individuals working at asset-
owning organizations, and security
services vendors. The questions
were worded so that vendors
could answer technical questions
on behalf of their clients (or a
majority thereof).

Asset owners and security services
vendors (comprising more than
two thirds of our overall audience)
were given access to the entire
survey. Technology vendors were
asked a limited set of questions
wherein their perspective would
add to the quality of the feedback
and analysis, primarily centered
around implementation and
maintenance costs of various
technological solutions.




I North America
B Europe

~ [] Southeast Asia
I South America
B MENA
B South Asia

[] Sub Saharan
Africa

[] Oceania

Global Survey Participants

This data reveals intriguing trends about the
geographical distribution of the respondents. Nearly
half (49%) of our responses came from participants
in North America, which may reflect this being

the region with the greatest concentration of our
membership. While this might introduce some
NA-centric bias to our results, it remains that
technology is a world market, with the same devices
and software available without regional distinction.

Europe follows with 29%, highlighting its role as
another key player in the global cybersecurity
landscape, likely driven by stringent regulatory
frameworks such as NIS2, the EU Cybersecurity Act,

and even GDPR, which have broader implications for
cybersecurity practices.

Another interesting aspect is the representation from
regions such as Asia-Pacific (10%), Latin America
(4%), and Middle East/North Africa (4%), which
suggests a growing awareness and investment in
cybersecurity across diverse geopolitical landscapes.

In order of percentage of responses:

e

Varying levels of participation from these regions
might indicate differences in cybersecurity maturity,
regulatory pressures, or technological adoption
rates. This geographic distribution provides valuable
insights into where cybersecurity solutions are being
prioritized and the potential for market expansion in
less represented regions.
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