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The Chairman’s
Message

Dear Industry Colleagues,

As we kick-off a new calendar year, it's
essential to reflect on the progress we've
made in the field of control system security as
well as the challenges we continue to face.
Though | am certainly an optimist in my core,
what | have gathered from the hundreds of
personal interactions | have had in the last
year is a sense that real progress on a long
road is being made. One thing that hasn't
changed is the amount of work still ahead of
us to ensure secure systems that enable
modern ways of life.

| am proud to announce this third edition

of the (CS)?AI-KPMG Control System
Cybersecurity Annual Report, the product of
not only our own analysts and researchers but
the growing group of Report Steering
Committee contributors.

This year’s report is based on survey results
from more than 630 industry members at
large and a representative sample of (CS)?Al‘s
worldwide membership (approaching 34,000
community members today), with questions
regarding their experiences with control
system security events, attack patterns, and
their responses, and where their
organizations are focusing their resources to
protect critical systems and assets.

The 2024 report sheds light on several critical
trends and challenges in the control system
security industry. While the increase in
cyberattacks is concerning, organizations have
become more proactive in their cybersecurity
budgets, focused on prevention, and
acknowledging the threat of supply chain
attacks. One of the significant issues
highlighted in the report is the shortage of
skilled workers in the cybersecurity field.
With the rise of cyber threats, the demand
for cybersecurity professionals has never
been higher.

Respondents in the survey report increased
difficulty in hiring qualified personnel, and the
report highlights the need for organizations to
invest in the development of their current
employees' cybersecurity skills and training.

This annual publication is the product of a
growing group of vital contributors. Our
greatest expression of appreciation must go
to KPMG International, the report title
sponsor, for enabling us to launch this project
years ago and for their continued support and
collaboration with us on its production.
Waterfall Security Solutions and Fortinet have
also been with us and providing resources and
expertise since our first edition, and we
further wish to thank all the other partners
whose backing and guidance have helped to
make this a valuable decision support tool
every year (See Appendix D). Of course, we
would be remiss to not include all of those
who stepped up and became members of our
Annual Report Steering Committee

(See Appendix B).

It is our collective aim that this report
provides valuable insights into the
experiences of colleagues in the field, serving
as a tool to support the many difficult
decisions being made every day. It's
important to use the findings of this report to
make informed decisions and prioritize the
areas that provide the best ROl in control
system security spending. We remain
committed to supporting our community in
their efforts to ensure secure systems that
enable modern ways of life.

Regards,

Durel R Mo

Derek Harp
Founder & Chairman, (CS)2Al




Annual Report Title
Sponsor Foreword

Walter Risi

Global OT Cybersecurity Leader
KPMG International and
Partner and Head of Consulting
KPMG in Argentina

Pablo Almada

Global OT Cybersecurity Deputy Leader
KPMG International and

Partner and Head of OT Cybersecurity
KPMG in Argentina

While Operational Technology (OT) Cybersecurity
has secured its place on the agendas of most
industrial Chief Information Security Officers
(CISOs), it remains, in many cases, an isolated
concern within the broader cybersecurity
landscape. Despite significant strides made by
numerous companies in recent years, there is an
ongoing journey towards greater maturity and
integration in this domain. The findings from this
year's collaborative effort between (CS)?Al and
KPMG International shed light on both the progress
we've achieved and the persistent challenges

we face.

Regarding maturity, nearly half (49%) of the
organizations surveyed continue to operate at
maturity levels 1 and 2, which encompass
firefighting and basic management, respectively.
While the necessity of establishing an OT
cybersecurity program is no longer a novel
concept, and despite the availability of mature
technological solutions, there hasn't been a
substantial leap in maturity observable in the
survey results. One notable factor likely impeding
progress is the scarcity of skilled resources, a well-
known challenge with which the field has been
struggling for years.

Despite these challenges and the relatively gradual
pace of development, our discussions with industry
executives reveal a heightened awareness of the
risks associated with OT cybersecurity. Whereas it
might have been a tough sell in years past,
cybersecurity conversations with top-level
executives increasingly revolve around OT
cybersecurity as a focal point. This signifies a higher
level of understanding and recognition of the
subject's critical importance. It's not surprising to
find that executives are also more willing to engage
in crisis simulations and tabletop exercises
centered on OT cybersecurity.

We believe that the annual collaboration between
KPMG International and (CS)?Al plays a pivotal role
in elevating awareness among executive
leadership. By drawing from real-world insights
provided by practitioners and leaders across the
globe, our survey offers an impartial perspective
on the global evolution of this field. It aids in
informed investment decisions and highlights the
growing interest in this area. We believe our joint
report serves as a valuable resource for both OT
cybersecurity practitioners and leaders, as well as
the wider executive community. In this third
edition, we reaffirm our commitment to providing
an unbiased outlook on the main challenges
surrounding OT cybersecurity as perceived by
global leaders in the field.

We invite our readers to delve deep into the
insights of this year's report, with the hope that our
annual endeavor empowers you, whether you're a
leader, executive, or practitioner, to make more
informed decisions and investments in this
domain. We view OT cybersecurity as an ongoing
journey with no true ending. This survey, much like
cybersecurity itself, is an integral part of this
perpetual journey, dedicated to delivering
improved insights into this critical field year

after year.




Executive
Summary

KEY FINDINGS

Almost half of organizations responding
(49%) remain without ICS/OT
cybersecurity programs or with only a
basic one, lacking established plans,
procedures, or capability improvement
processes.

Respondents at different organizational
levels revealed quite different priorities
for allocation of extra discretionary
funds, raising questions of whether
their incentives are in alignment and
why their goals are different.

Full monitoring of control system
network activity is increasing, with an
80% increase in the past year.

We assessed the accessibility of many
control system components (PLCs, IEDs,
RTUs, HMs, Servers, Workstations &
Historians) from business networks, the
internet, the cloud, and by integrators/
vendors. There is frequently little
difference between organizations with
High Maturity programs and those with
low ones in this area. In fact, components
in High M organizations are often more
accessible than in Low Ms.

Please see page 8 for definitions of High
M and Low M.

This report is the latest in a series of annual
publications, drawn from research by the
Control System Cybersecurity Association
International (a.k.a (CS)?Al), its community of
nearly 34,000 members and dozens of
Strategic Alliance Partners (SAPs). Based on
decades of cybersecurity survey
development, research and analysis led by
(CS)2Al Founder and Chairman Derek Harp
and Co-Founder and President Bengt
Gregory-Brown, the (CS)2Al team invited our
global members and thousands of others in
our extended community to participate.
Asking key questions about their experiences
in the front lines of operating, protecting, and
defending Operational Technology (OT)
systems and assets costing millions to billions
in capital outlay, impacting as much or more
in ongoing revenues, and affecting the daily
lives of individuals and business operations of
enterprises worldwide. Over 630 of them
responded to our primary survey and many
more participated in additional data gathering
efforts we run via our ongoing (CS)?
educational programs.

This pool of data, submitted anonymously

to ensure the exclusion of considerations
which might otherwise influence participant
responses, offers insight into the real-world
experiences of individuals and organizations
responsible for CS operations and assets
beyond what could fit into this report.

We hope the details we have selected to
include provide the decision support tool our
readers require.
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Survey Objective
and Methodology

This Report uses the overarching term ‘Control Systems’ (CS)
and ‘Operational Technology’ (OT) to refer to any/all systems
that manage, monitor and/or control physical devices and
processes. CS, (CS), and OT should therefore be understood
to include Industrial Control Systems (ICS), Supervisory
Control & Data Acquisition (SCADA), Process Control Systems
(PCS), Process Control Domains (PCD), Building/Facility
Control, Automation & Management Systems (BACS/BAMS/
FRCS...), network-connected medical devices, etc.

Similarly, the term ‘(CS)? refers to the Control System
Cybersecurity field, profession, programs and workforce.

The (CS)2AI-KPMG Control System
Cybersecurity Annual Report series was
launched in 2019 to produce informative
decision-making tools for all parties involved
with the work of securing control system
assets and operations, whether end-users or
vendors, executives, managers or operational
resources, anywhere in the world.

This report is a collaborative effort of
these entities:

* (CS)?Al: As the project originator, (CS)?Al
held the primary role in planning, leading
and implementing the project, including
data collection and analysis and authoring
this report.

*  KPMG International: As the Title Report
Sponsor, KPMG provided primary funding
and organization resources support to
augment (CS)?Al’s own capabilities.

e Additional sponsors: non-Title Sponsors
Fortinet, Waterfall Security Solutions and
Opscura provided additional funding and
other resources. (See Appendix D: Report
sponsors.)

Pursuant to the objectives stated above,
(CS)2Al and our sponsors distributed online
surveys to members of the CS/OT
cybersecurity community working in the field,
collecting key data around CS events,
activities and technologies, and details on
how organizations are responding to the
changing threatscapel.

(CS)?Al invited participation from its
associated members, known OT security
defenders and researchers, distributed the
survey through direct invitations and various
broadcast media channels, and promoted it
on sites serving the CS cybersecurity
workforce, with the intent to collect as wide a
sample as possible. Respondents self-selected
by affirming their current or recent
involvement with the (CS)? field. They include
professionals at all organizational levels:
cybersecurity specialists and subject matter
experts (SMEs) as well as those whose work
includes but does not necessarily consist
solely of securing and protecting control
systems.

The ability to parse our participants into
different groups and compare their inputs
across these groupings associations is key to
the insights derived from this annual research
project. While we consider survey
participants’ (CS)?Al program maturity the
most important dimension, we also
considered their organizational levels, their
regions, and their relationship with (CS)?
assets (vendors, users, owners, or operators).
Of course, we also performed longitudinal
analysis and, where we found interesting
trends, we share those as well.

1Threatscape: the sum of all possible threats to CS/OT operations and assets. The threatscape is dynamic, continually shifting as
vulnerabilities are discovered and protections are developed to counter their exploitation.
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(CS)? Programs

A measure of respondent organizations’ (CS)? program maturity is key
to much of our annual analysis, providing a metric to evaluate much of
the other data they provide. What are organizations with more mature
programs?doing differently or more often than others? Where we find
significant differences between the responses of these groups we bring
these to our reader’s attention. We asked each participant to choose
which of the following descriptors best fit the situation in their
organization.

Levels of Control System Cybersecurity Program Maturity

Level 5

Cybersecurity processes
continually improved via
feedback from existing
processes and adapting
to better serve
organizational needs.
Personnel performing
the processes have
adequate skills and
knowledge. Optimizing,
automated, integrated,
predictable.

Active Defense, Threat
Intelligence, Incident
Management.

2The High M group includes all respondents self-rated at Level 4 or 5; the Low M group those identifying as Level 1 or 2.

Level 4

The Cybersecurity
program uses data
collection and analysis to
improve its outcomes.
Activities are guided by
documented
organizational directives,
policies include
compliance requirements
for specified standards
and/or guidelines.
Personnel responsible for
control system security
duties have training and
experience. Program is
Managed, Proactive,
tracks metrics, some
automation.

Active Defense, SIEM,
Anomaly and Breach
Detection.

Level 3

Cybersecurity produces
and works from
documented processes
and procedures. Key
stakeholders are
identified and involved.
Adequate resources are
provided to support the
process (people, funding,
and tools). Standards
and/or guidelines have
been identified to guide
the implementations.

Passive Defense.

Level 2

Basic project
management practices
are followed in
cybersecurity
implementations;
success continues to
require key individuals,
but a body of knowledge
is developing. Best
practices are performed
but may be ad hoc.

Passive Defense.

Level 1

Fire Fighting.
Cybersecurity processes
are unorganized and
undocumented, not
organized in a "program.’
Success depends on
individual efforts; is not
repeatable or scalable
because processes are
not sufficiently defined
and documented.

Passive Defense.
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(CS)? Program Maturity — Which of these best describes your control system cybersecurity program?
Longitudinal Analysis

35%
33% 33%

32%

30%
30%

28% 28%

The number of participants in each ranking
has shifted over (Note the rise of Level 2
responses this year) but we found little
change in the sizes of the aggregated High
M/Low M groups over the years.
Participants continue to rate their own
(CS)? programs consistently. Our team 20%

considers this supportive of the validity of

this self-evaluation. We use this extensively

in our analyses of contrasts and similarities

between the High Maturity (Levels 4 and 5) 15% 14%
and Low Maturity (Levels 1 and 2) groups to

base recommendations to base

recommendations on.

25%

17% 17%

16% 16% 16%

10% 9%

6% 6%

5%

0%
Level 1 Level 2 Level 3 Level 4 Level 5
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Client (CS)2 Program Maturity — Which of these best describes the control system cybersecurity programs of your clients?
Regions3
60%

56%

. . 50% 48%
Consultants (vendors, service providers, ° ’

integrators) around the world do not share

the same view of the maturity of their 43%
client’s (CS)? programs. Different regions

have different views with respect to 40%
maturity. Region 2 self-scores lower, with

63% in Levels 1 and 2, Region 4 centers

around Level 2 (48%), and Region 5 centers

around level 3 (56%). Regions 3, 6 and 7 31%
lacked sufficient participation to include in 30% 29% 500

this analysis (see footnote3).

34% 34%

-(9
4 °
‘e \\ /
/ . ®

o
20% 20%
20%

160 o, 0, 0,
3(CS)2Al is organized into & 16% 16% 15% 16%

seven Regions. 14%
1)  North America; 12% 12%
2)  Europe (Central, 10%
Western, Northern and 10%
Southern); 7%
3 5% 5%
Eurasia; ¢ % 4o, L

Indo-Pacific; I .

Middle East-North Africa;
Southern Africa; 0%
Latin America-Caribbean Level 1 Level 2 Level 3 Level 4 Level 5

H Global Region 1 Region 2 Region 4 M Region 5
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(CS)? Key Performance Indicators
(KPIs) — High M vs Low M

While the greater tracking of some Key
Performance Indicators (KPIs) by more
mature programs is unsurprising (e.g., the
nearly five-fold increase in Security Activity
Costs Through Efficiencies/Improvements at
8% Low M vs 40% High M is expected since
this is a core activity used to improve any
program over time), we consider it
concerning that so many programs track so
little. We had approximately twice as many
Low M respondents as High M this year,
and although an encouraging 85.3% of
those track some KPls, most only track a
few. We highly recommend these
organizations expand their metrics to gain
greater visibility into the effectiveness of
their security program efforts.

Typical

My organization does not track KPIs

Number of sites and systems with organization’s security requirements and
principles implemented and actively followed

Security activity costs through efficiencies/improvements

The Number of information flows from non-critical sources into control-critical
networks

The amount of operational disruption (downtime) caused by security incidents
The number of systems missing patches

The number of un-inventoried devices

The number of infected (malware) systems

The number of security incidents

The number of systems with expired applications and configurations
The time to resolve security incidents

The number of shared accounts in use

The number of people clicking bad links

The financial cost of security incidents

The percentage of malicious and/or spam email that reaches end users
The number of security incident false positives

The number of people who repeatedly click malicious links

(CS)? KPIs monitored by organizations

3% 1%

16%
I 33%

9%
I 41%

18%
I 28%

22%

I m—— 5%

31%
I — 50 %

21%
—  31%

24%
[ 38 %

38%
31%
I ——  14%

28%
I 38 %

31%
I 31%

34%
I 34%

24%
I 44%

35%
I, 4 7%

21%
I 4 1%

28%
I 34%

0% 10% 20% 30% 40% 50%

Low M mHighM

56%

60%

70%
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Security Frameworks in use —
End Users vs Vendors

Comparing the views of disparate groups
has its detractors, but we consider viewing
the perspectives of these two side-by-side
useful as they both have responsibility for
the security of controls systems, and we
see here that while the standouts are the
C2M_2 and NIST, the former for Vendors and
the latter for End Users. Reported use of
the C2M2 by End Users is effectively
matched with last year’s overall data (2022-
C2M?2 26.3%) but that report did not
differentiate between End Users and
Vendors.

In the latest iteration of our survey,
Vendors responded separately and report
using the C2M2 almost exactly twice as
often (End Users C2M2 26.6% vs Vendors
C2M?2 53.1%). NIST usage does not appear
to have changed as much, with last year’s
All-Participants response of 45.7% (2022),
as an averaging of the two groups falls into
that range.

Frameworks used by control system security teams

Industry Regulations

Cybersecurity Capability Maturity Model (C2M2)

ISA/IEC 62443

COBIT

I1SO

ANSSIICS

Top 20 Critical Security Controls

NERC CIP

NIST

26%
28%

27%

36%

10%
9%

28%

34%

9%
25%

25%
31%
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Organizational Plans —
End Users Current state of organizational plans

A~ 40% G
( 37%
g ) 35%
35% 34% 33%
It is our team’s view that every organization
with (CS)? responsibilities should manage its
risks comprehensively, with documented, 30% s o 29% 28% 28%
implemented and tested plans and ? 27% S
procedures to reduce incidents and ’
S hei 24% ., 25%
minimize impacts on their company, 25% 24%
employees, and clients. With plans fully 23% o 22% 22%
a 9 (]
Implemented and Tested being the gold e 0% 0%
0 0,
standard, the large numbers of respondent o ’ 20%
(o]
companies with plans mostly only 17%
Documented or Planned is concerning as 16%
they are not procedurally prepared to 15%
0,
manage and respond to the types of events 15% 13%
these plans are intended for.
11%
10%
5%
0%
Control System Risk Control System Control System Control System Control System Control System Supply Chain Risk
Management Plan Cybersecurity Incident  Cybersecurity Business Cybersecurity Disaster Cybersecurity Cybersecurity Access Management Plan
Response Plan Continuity Plan Recovery Plan Vulnerability Management Plan

Management Plan

Planned Documented ®Implemented Tested




(CS)? Services —
End Users

m

Where do organizations go to find the

aid they need to protect their (CS)2
assets, people, and operations?
Everywhere they can, according to our
respondents. The standout response of
Internal IT Security Resources (56.2%)
suggests that OT cybersecurity is being
driven by IT groups in most
organizations, with the concomitant
likelihood that IT security methods and
technologies are being applied in these
environments.

Many CISOs are intimidated by OT security
projects because the cure for cybersecurity in
plants is worse than the disease. | used to be a
CISO, so | understand. OT requires
prioritization for the process whereas IT
prioritizes security over downtime.

We are losing the war against bad actors
largely due to inaction. Securing OT using
traditional IT tools is costly not just because of
the consulting, planning, and equipment, but
most of all, the debilitating amount of
downtime.

Operators have to make painful decisions to
reconfigure their networks, replace working
(but end of life) assets, and to deploy security
teams - all while shutting down their plant for
days if not weeks. We are forcing them to
make the hard decision to NOT move forward
with cybersecurity for their operating lines and
facilities. The downtime in many cases is more
expensive than the whole security project
itself.

Let's partner to make securing and
maintaining our plants and factories less
time-intensive, more affordable and, most
importantly, with far less (if not zero)
downtime.

Together, we can remove the traditional IT
barriers and join together to secure our
world's infrastructure.

Sources of control system security services used by organizations

Outsourced resources (service company)

Contracted resources (consultants)

Security teams under CISO/CSO/CTO with both internal and
external resources

Internal security teams under CISO/CSO/CTO

Internal Engineering team(s)

Internal Hybrid IT/OT team(s)

Internal OT security resources

Internal IT security resources

36%

36%

36%

38%

40%

42%

43%

56%

Brian Brammeier, 0% 10% 20% 30% 40% 50% 60%
CEO of Opscura
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(CS)? Technologies —
End Users
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Security technologies used by organizations to protect controls system assets against cyber threats
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Not all technologies fit the needs and
requirements of all environments. That
said, we consider it likely that the
organizations owning and/or operating RO/ =S 4 )
ICS/OT assets who indicated they have = 52 Ny J V. A 65%

Passive Network Anomaly Detection ‘ 'L \ ITE e

(58% IDS) would be well served by \ Ll €l |

implementing Active Intrusion Prevention o=aaagz/ , . A, TS

Systems (IPS) into use. NextGen Firewalls 4 g Iy - 3 ‘ 58% 58%

have similarly wide utility and should be P - A

protecting more ICS environments from % ' . { | - 52%

threats originating on their enterprise or y ‘ ; ( \

other external networks. Unidirectional ‘ 1N\ . NN AN

Gateways/Data Diodes have had a \ 2 — | 34%
reputation for complexity and cost due ' Sg’

to their use primarily in the highest " £ 29%

security environments (e.g. nuclear

power plants), but we have recently seen

both of those factors diminish and expect

to see more deployment in the future.

=

Y /

Unindirectional Firewalls NextGen Firewalls Passive Network Active Intrusion Sandboxing
Gateways/Data Anomaly Detection Prevention
Diodes (IDS) systems(IPS)
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Obstacles to Reducing the (CS)?
Attack Surface
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(CS)? Obstacles —
High M vs Low M

We annually compare conditions and
perspectives between distinct groups; here
we consider what they consider their
greatest obstacles through the lens of
respondent organizations’ control system
cybersecurity programs relative maturity
(High M vs Low M) to identify what is
working, what isn’t, and how things change
as organizations progress on their journeys
of improving their security. In the table
above we see that some obstacles are
widely agreed upon, such as Insufficient
Control System Cybersecurity Expertise (Low
M 51.5%, High M 53.1%) and Insecure
ICS/OT Protocols (Low M 23.5% vs High M
21.9%), while others differ widely, such as
Technology That Cannot Support Encryption
(Low M 26.5% vs High M 12.5%) and
Insufficient Leadership Support (Low M of
25.0% vs High M 15.6%). These suggest that
more mature programs have overcome
some of the hurdles that less mature
programs are still struggling with.

What are the greatest obstacles to reducing the (CS)? attack surface?

Insecure ICS/OT protocols

Insufficient control system cybersecurity expertise

Insufficient cyber threat intelligence

Insufficient financial resources

Insufficient leadership support

Insufficient personnel

Insufficient technologies/tools

Operational requirements (e.g. mandatory uptime)

Organizational complexity/constraints

Overly complex control system network

Regulatory compliance requirements preventing application of innovation/new technology
solutions

Technology (e.g. PLC designs) that cannot support encryption

24%

I 22%

I 53%

16%

I, 19%

16%

I, 229

25%

I 6%

I 250

24%

I 6%

26%

38%

|, /7%

32%

I 22%

13%

I, 2%

15%

I 23%

26%

I 13%
0% 10% 20% 30%

Low M ®HighM

40%

50%

51%

60%
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(CS)? Obstacles —
Organizational Level®

It is very unlikely that any one individual
could have both a complete overview and
all details of a modern control system
environment, and differences in individuals’
views inevitably lead to differences in their
perceptions of what needs to be done.
Here we see the Executive consensus that
Operational Requirements (50.0%),
Insufficient Personnel (39.5%) and
Insufficient (CS)? Expertise (39.5%) are the
largest obstacles partly aligns with
Operations personnel (this group’s highest
being Insufficient Personnel 39.5% and
Insufficient (CS)? Expertise 37.0%), but Ops
believes Operational Requirements much
less of a hurdle (6th on Operations list at
23.5%). Management disagrees with one or
both parties frequently, highlighting the
importance of knowing the role of end
users within their organization when we
support them with addressing their issues.

4The number of participants responding to each question
in our surveys varies. At times this results in insufficient
representation from a particular subset of participants
for valid statistical analysis. In the case of breaking down
our data by participation from different levels of their
organizations, we received too few Leadership-level
respondents to include them in some charts.

What are the greatest obstacles to reducing the (CS)? attack surface?

Insecure ICS/OT protocols

Insufficient control system cybersecurity expertise

Insufficient cyber threat intelligence

Insufficient financial resources

Insufficient leadership support

Insufficient personnel

Insufficient technologies/tools

Operational requirements (e.g. mandatory uptime)

Organizational complexity/constraints

Overly complex control system network

Regulatory compliance requirements preventing application of
innovation/new technology solutions

Technology (e.g. PLC designs) that cannot support encryption

I 13%

31%
30%

37%

58%

I 39%

16%
3%
I 13%
21%
12%
IR 2%
23%
o P
27%
I 39%
9 25%
1%
23%
I 507
37%
33%

0%

10% 20%

Operations

30% 40%

Management

50% 60%

M Executives

70%
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(CS)? Obstacles —
End Users & Vendors

Our team found many of the differences in
the perspectives of End User and Vendor
respondents interesting. Do these derive
from their ownership/operation of the
control systems versus
production/monitoring of OT assets,
distinct resources available to them, varied
fiscal responsibilities, or some combination
of factors? That vendors identified
Regulatory Compliance Requirements,
Overly Complex Control System Networks,
and Insufficient Cyber Threat Intelligence as
top obstacles at two to three times the rate
that end users did is noteworthy. The only
similar ratio from the end users is their
view of Insufficient Personnel (End Users
36.8% vs Vendors 13.5%). We advise
Vendors to note what their End User clients
identified as the greatest obstacles in order
to best help them overcoming those
barriers.

What are the greatest obstacles to reducing the (CS)? attack surface?

26%

e OO Pt N 27

26%

Technology (e.g. PLC designs) that cannot support encryption I
(]

Regulatory compliance requirements preventing application of innovation/new technology 16%
solutions | 3237

19%

Insufficient financial resources
I 6%

21%

Insufficient leadership support I

17%

Insufficient technologies/tools I -

35%

Organizational complexity/constraints
ganz plexty/ [

20%

Overly complex control syt e | /1%

14%

insufficent cyber threat Intellence | 3

43%

insufficient controlsystem cybersecuity expertie . | 5.
0
R 37%
Insufficient personnel I
n n ] 34%
Operational equirements (&8 ety Lp e | >
0.0% 10.0% 20.0% 30.0% 40.0% 50.0% 60.0%

End Users HVendors
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(CS)? Obstacles —
Regional Analysis>®

For our final look at security obstacles we
searched for differences between
respondents from different regions of the
globe. Control Systems worldwide are
largely built upon common technologies, so
we expected some degree of uniformity of
responses to this question regardless of
geographic location and, in fact, this chart
shows less differentiation than many in this
report. One notable distinction is the
Region 4 (APAC) identification of
Insufficient Control System Cybersecurity
Expertise (59.1%) 15 points higher than
Region 2, 1, or Global. Respondents in
Regions 2 (Europe, Central, Western and
Northern) and 4 (APAC) are also more
concerned with Overly Complex Control
System Networks than the rest of the world
(R2 29.0%, R4 36.4%, vs Global 20.1%)

5Just as in our analysis of responses by participant
organizational level, some regions lacked sufficient
representation for valid analysis. The tables below show only
those regions with sufficient participation to include, as well as
the Global (All respondents) for comparison.

6(CS)?Al is organized into seven Regions. 1) North America; 2)
Europe (Central, Western, Northern and Southern); 3) Eurasia;
4) Indo-Pacific; 5) Middle East-North Africa; 6) Southern Africa;
7) Latin America-Caribbean

What are the greatest obstacles to reducing the (CS)? attack surface?

Insecure ICS/OT protocols

Insufficient control system cybersecurity expertise

Insufficient cyber threat intelligence

Insufficient financial resources

Insufficient leadership support

Insufficient personnel

Insufficient technologies/tools

Operational requirements (e.g. mandatory uptime)

Organizational complexity/constraints

Overly complex control system network

Regulatory compliance requirements preventing application of
innovation/new technology solutions

Technology (e.g. PLC designs) that cannot support encryption

Region 4

23%

I 2%
26%

0% 10% 20% 30%

Region 2 M Region1

32%

40%

Global

50%

59%

60%

70%
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Top (CS)%2 ROI —
Organizational Level”

=
(]

The (CS)2Al team and our many speakers
are familiar with questions of how to get
executive backing for security needs,
particularly segmentation projects, which
require impact analysis and, in some cases,
significant network re-architecture work, so
it is good to see that most participant
Executives recognize the ROI of
implementing this in their organizations
(57.1%), fundamental to both security and
resiliency. We see as even more positive
their support for (CS)? monitoring (64.3%)
after years of SME arguments that visibility
is step 1 in any security improvement
program. Respondents in Management, on
the other hand, have found their best ROI
in Training, whether for Security Awareness
(60.0%) or Security Defenders (75%).

Our team believes it important to draw
attention to the fact that none of the
Executives or Management participants
consider Increased Control System
Cybersecurity Staffing a top ROl (0% for both
groups) despite 27-39% of them identifying
Insufficient Personnel (See Chart (CS)?
Obstacles — Organizational Level) among their
greatest obstacles to improving their (CS)?
situations.

’Too few Leadership-level respondents
answered to include them in this analysis.

Top ROI area for (CS)? investments

Backups

Patch and Vulnerability management

Control system cybersecurity technology solutions
(hardware, software)

Security Awareness Training

Increased control system cybersecurity staffing

Training for security defenders

Control system cybersecurity monitoring

Secure remote access to control system networks

Network segmentation/micro-segmentation

Improving communications/collaboration with IT/
corporate teams

Operations

0%
13%
0%

26%
44%
I 25%
52%
11%
I 5%
41%

60%

I 43%
24%
0%
0%
13%
I 17%

38%
35%

I, 6%

24%
I 25%

47%

50%
40%
I 5 7%

21%
10%
I 22%

0% 20% 40% 60%

Management M Executives

75%

80%
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Top (CS)2 ROI
High M vs Low M

&

Compared to their perspectives on security
obstacles to overcome, there is more
agreement between security programs on
where they are finding the greatest Return
on Investment (ROI) in their (CS)?2
expenditures. There are some obvious
outliers to note, particularly the Low M
emphasis on Improving

One possibility this suggests is that the
most mature programs have already
integrated teams and implemented solid
backup systems and procedures, of course.
The agreement between all groups that
their highest ROl is in Network
Segmentation/Micro-Segmentation is in line
with years of research and

50% of respondents believe that
network segmentation is the top area
for cybersecurity program ROI. The
latest thinking in network engineering is
that, at consequence boundaries, it is
most beneficial to deploy any of several
engineering-grade network
segmentation approaches. Consequence

Top ROI on (CS)2 investments (High VS Low M)

Backups

Patch and Vulnerability
management

Control system cybersecurity
technology solutions (hardware,
software)

Security Awareness Training

Increased control system

I  50%

27%

I 2

39%

I 7%

38%

I -5

36%

Communications/Collaboration with recommendations to implement this to boundaries include the IT/OT interface, cybersecurity staffing i
IT/Corporate Teams (Low M 16.7%, High M both improve overall security and reduce any OT/Internet interface, and any other
0%) and Backups® (Low M 0%, High M 50%). impacts of cyber incidents. connection between networks whose L . 27%
. Training for security defenders o
worst-case consequences of compromise [ JEER

8A possible indication of the more mature
program’s experiences during the recent rise in
ransomware attacks.

differ sharply. Results of attack tree
analyses show that engineering-grade
segmentation at such boundaries
reduces a critical network's attack
surface by up to 3 orders of magnitude.

Control system cybersecurity
monitoring

Secure remote access to control

36%

I

25%

system networks | N NSRS 0%
Andrew Ginter
. G X . g o,
VP Industrial Security, Network segmentation/micro- 50% .
segmentation T 75

Waterfall Security Solutions

Improving communications/
collaboration with IT/

17%

<«
=
14

0%
corporate teams

0% 20% 40% 60% 80%

Low M H High M
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Spending Priorities —
Organizational Level Where would you direct extra discretionary funds for your organization?

configuration

Executive Management B Operations

70% -
65%
A new question this year, our team found 60% -|
participant responses interesting. Some
general agreement aside (such as all levels
identifying Protecting Continuous
Operations as their top target for spending 50% 1
extra funds), the differences do stand out.
Note the very low emphasis participants in i
. . (]
Management put on Protecting Public 0% | 38%
Safety and Protecting Worker Safety (3.2%
in both), and none on Protecting Product
Quality. Given these differences,
organizations are encouraged to foster 30% -
discussions on aligning business priorities.
23% .
20% 19% g
° S
0 9 o
16% 16% G 2
14% 14% E
10% 8% 8% E
0 o
6% ) 5% g
3% HEe 3% 5
-
0% ; ‘ =
Protecting Worker Safety Protecting Trade Secrets Protecting Public Safety Protecting Product Quality Protecting equipment Protecting Continuous £
programming and Operations ;3




Vendor Budget Guidance to ‘ d XL - : Where would you advise most of your clients to direct more resources in the coming year?
Clients — Vendors

33%

Protecting
Many asset owners/operators depend Continuous 2 5 %
on SME advice from their trusted Operations
vendors, so we looked this year at ' Protecting
vendor advice regarding resource equipment
allocation. Comparing this and the R programming and 14(y
preceding chart, we see the highest 4 configuration (0
emphasis remains on Protecting ‘ . P Protecting 0
Continuous Operations. ‘ product 9 A) 8(y
quality 0
Protecting . 70/
public safety Protecting (o}
worker Protecting
safety Trade
Secrets
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Top (CS)? Expenditures —
High M vs Low M vs All

We have included responses from all

participants in these tables for ease of
comparison. This allows us to show that the
High M group spends significantly more on
Security Awareness Training (50.0% High M
vs 28.6% Low M and 35.0% All) as well as
how relatively few of them focus on Control
System Cybersecurity Consulting Services
(20.0% High M vs 33.3% Low M and 33.8%

All).

|
'JI

60%

50%

40%

30%

20%

10%

40%

37%
36%

Internal SOC Operations
and Services' and
'Virtual/Cloud SOC

Operations and Services

Top (CS)? expenditure area (High M VS Low M and All)

50%
36% 30% 35%
34% 33%
31%
2 OD
29% 9% 29% 239
20%
Control system cyber Security Awareness Patch and Vulnerability Control system cyber
security staffing Training management security consulting services

mAll High M Low M

40%

37%
35%

Control system cyber
security technology
solutions
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Top (CS)? Expenditures —
End Users

(=)

An additional view into (CS)? budget
priorities beyond the top spend for High
and Low M groups, we also asked our End
Users to identify the three areas their
organizations put their resources into.
Security Technology and Security Consulting
Services get the largest slices of the budget
pie (totaling 56.3% and 50.6%,
respectively). Our team considers it worth
investigating whether the relatively low
investment in Control System Cybersecurity
Staffing is a contributing factor to the
ongoing demand for workers in this field
outstripping the supply.

25%

20%

15%

10%

5%

0%

Top three areas organizations expend the most resources for control system cybersecurity

20% 20%
19%

17% 17% 17%
16%
16% 16% 16%
15% 15%
15% 15%
13% 13%
9% 9%
Security Awareness Internal SOC Operations Control system cyber Patch and Vulnerability Control system cyber Control system cyber
Training and Services' and security staffing management security consulting services security technology
'Virtual/Cloud SOC solutions

Operations and Services

1- Most 2-2nd Most H® 3 -3rd Most

g
=
>
3
g
l
3
[}
=
<
7




(CS)2 Budget Change — Estimations of how this year's organizational controls system security budget
Longitudinal Analysis compares to prior year’s

'_‘[ 0%
C Decrease of more than 50% 3%
- -, 1%
el

. - o . . . . 0%
A slim majority of organizations continue to The continued commitment to increase Decrease of more than 30% 3;@/
increase their (CS)? budgets (53%), with this spending YOY shows that organizations °

i i 0%

re.spon.se rate hovering close to the are coming to bet'ter ur?derstand the Decrease of more than 10% %
midpoint for several years (47% 2022, 52% threat landscape in which they operate I 3%
2020). There is a pattern of steady increase and some degree of the exposure they 1%
in the slow growth group, those with (CS)? face. Recent (CS) cyber incident Decrease of less than 10% - 7
budget increases of below 30%, rising from headlines have increased awareness of
20% of respondents in 2020 to 34% this both the cyber risks present and the No change from previous year 9% 13%
year. The higher growth group, those with necessary actions to prevent a similar I 13%
increases above 30%, has correspondingly event from occurring. 10%
shrunk from 31% of 2020 respondents to Increase of less than 10% _7% 13%
19% now. Members of our analysis team . .
pointed out certain slowdowns in the (CS)?2 Brad Raiford Increase of more than 10% 10% 21%

I 21%

vendor/solution provider sector, possibly a Director, National IoT & OT Cyber
response to increased competition, or Services 19%
hooti ket tit Increase of more than 30% . 12%
. ; |
overshooting market appetite KPMG in the US 8%
12%
Increase of more than 50% 6%

I 11%

Organizational policy prevents me from answering this . 14%
question I 13

20%
Don’t know 23%
I 13%

0% 5% 10% 15% 20% 25%

2020 12022 w2023
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Planned (CS)? Investments — Highest investment areas for (CS)? for the year ahead
High vs Low M

15%
Network Segmentation
3%

With the strong support for the value of
Network Segmentation (see charts on Top Secure Remote Access
ROI) we consider it notable few
organizations plan to focus their upcoming
security spend in that area. The explanation
may be that High M organizations may have
already significantly segmented their
network, so they are now spending much
less (3%) than the Low Ms (15%). A similar
factor may be behind the difference in their ) ) 6%
. Supply Chain Security
planned expenditures on Asset Inventory &
Management and Threat Detection.

12%
9%

3%
Compliance Reporting
3%

9%

8%
Threat Detection
22%

21%
Vulnerability Management
22%

30%
Asset Inventory & Management
19%
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Planned (CS)? Investments — Highest OT cybersecurity investment areas for the year ahead
Regions

13%

— Network Segmentation 12%
‘W‘ | I,

Response to this question was insufficient 25%
in Regions 3-7° to include, but plans are Secure Remote Access 7%

quite different between respondents in e

Regions 1 and 2. Region 2 participants are
focused currently on Secure Remote Access

and Threat Detection?®(25% on both) while Compliance Reporting 3% o
their North American colleagues seem to I
consider Vulnerability Management and
Asset Inventory & Management more
pressing matters (18.4% and 24.3%, ) ) 4%
Supply Chain Security 7%

respectively). One possibility raised in our
review is that Region 2 organizations have
resolved these Management concerns to a

degree not yet accomplished in Region 1. 25%
Threat Detection 9%

I, (3

I, 7

8%
Vulnerability Management 22%
[z

9(CS)2Al is organized into seven Regions. 1) North
America; 2) Europe (Central, Western, Northern and
Southern); 3) Eurasia; 4) Indo-Pacific; 5) Middle East-
North Africa; 6) Southern Africa; 7) Latin America-
Caribbean

13%
Asset Inventory & Management 28%
=
100ne possible factor here is that regulatory bodies in
Europe (both national and international) have been
advancing/issuing legislation requiring threat 0% 5%
detection in multiple industries and infrastructure
sectors.

10% 15% 20% 25% 30%

Region 2 Region1l mGlobal
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(CS)2 Budgets — Total (CS)? budget estimations by organizations for the previous Fiscal Year
High M vs Low M

6%

Less than $10K = 0%

I 4%
AE
More than $10K = 0%

We have seen that High M organizations This correlation also highlights the need I 3%
tend to have the highest Control System for the (CS)? space to better serve 3%
Cybersecurity budgets. One theory is that smaller customers with solutions and More than $25K 6%
the larger organizations (i.e., those with the services that scale down to their I -0
greater resources) are generally further budgets. 9%
along in their security journey than smaller More than $50K 3%
ones. While recognizing that the financial Rod Locke I
challenges to smaller companies allocating .
sufficient resources to improving their Director, Product Management More than $100K 6% %
security are often greater, we also wish to Fortinet I, 7%
point out that those same fiscal limitations 13%
may mean they have less capability to More than $250K 13%
weather and recover from the impacts of EEEEEEEE—————————d
damaging cyber incidents. The threat of a 6%
cyber attack shutting down their operations More than $500K 3%

; I <
for an extended time may be more 6%

existential to them, and their risk 10%
management processes need to take this More than $1M 19%

into consideration. 10%
10%
More than $5M 3%
I 7%
7%

More than $10M 22%

I 11%

0% 5% 10% 15% 20% 25%

Low M HighM mAll
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(CS)? Assessment Frequency — Frequency of (CS)? assessments by organizations (Low M VS High M)
High M vs Low M

3%

L Organizational policy prevents me from answering _ 9%
_— (]

Don’t know £
One of the clearest differences between . -
programs of varied maturity levels is the
frequency of their control system None performed
cybersecurity assessments, with fully half
of the High M programs conducting these
at least quarterly while over half of Low M Only in response to security incidents
programs carrying these out only annually
or less. That 9% of Low M programs do not
or have not performed security Less often than once every two years
assessments speaks for itself.

9%
0%

12%

.

10%
0%

7%

Once every two years
0%

Annually
— 28%

Twice each year
I

12%

uarterl
Qi Y _ 25%

7%

Monthly
e

0% 5% 10% 15% 20% 25% 30% 35%

LowM H®EHighM
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(CS)? Assessment Frequency —
End Users & Vendors

Vendors bear different responsibility for
their security from End Users because they
must protect not only themselves but their
clients, who often grant privileged access
for ongoing monitoring, maintenance, and
updates. Our team was glad to see that
Vendors are carrying out (CS)? assessments
so frequently, with over two-thirds (67.6%)
at least Twice Each Year. Their position in
the End Users’ supply chains makes them a
very valuable target to attackers!l. That the
End User organizations do so less often,
with their single largest group assessing
only Annually (35.6%) is less encouraging.

11See any of many articles reporting on the
Solar Winds supply chain attacks of 2021.

Technology, privileged personnel, attack
methods and capabilities, changes occur in
all of these continually and, even with
IPS/IDS (Intrusion Prevention/Detection
Systems) some victims only discover
malefactors have accessed their networks
during assessment activity. More frequent
assessments can greatly reduce this dwell
time and thereby potential harm of all
sorts. We recommend all organizations,
End User and Vendor alike, assess their
(CS)2 networks and assets at least quarterly.

Frequency of (CS)? assessments by organizations

5%

None performed
3%

7%

Only in response to security incidents
5%

5%

Less often than once every two years
5%

5%
Once every two years
8%

36%
Annually .
8%

9

X

Twice each year
11%

15%

Quarterly
9%
Monthly
0% 5% 10% 15% 20% 25% 30% 35% 40%

End Users ® Vendors

The (CS)?Al-KPMG Control System Cybersecurity Annual Report 2024




(CS)? Assessment Inclusions — Components included in organization's (CS)? assessments
High M vs Low M

39%

e o ety wareness and ang proEra ) | ¢
o

0
e o et o o
0

Of no less importance than the frequency
of security assessments .IS el L Review of cybersecurity policies and procedures (and documentation) oL%

thoroughness and, as this table indicates, N, 7 7%
High M programs conduct more complete
assessments than Low M ones on every
metric we use, by at least 50% in almost
every category.

18%

Review of business and financial systems
Y . -2

30%

Review of 3rd party Assessment of organizational Penetration Testing _ 52%
(]

56%

Physical it
VT N ¢

54%

Network architecture
I, <7

38%

reentory efextemalcomnectiy . | 5;
o

54%

Inventory of assets
y _ 77%

—~

. S 43%
| |
| ey e and e |
\ o 25%
V Comprehensive e, endioend) . N
0% 10% 20% 30% 40% 50% 60% 70% 80% 90%

Low M EHighM

100%
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(CS)? Assessment Inclusions —
End Users & Vendors

There’s an interesting observation to be
made here in that End Users appear to
carry out all these security checks more
than Vendors do except for Comprehensive
Assessments (End Users 26% vs Vendors
36%). This suggests that End Users
assessments, while including multiple
important activities (End Users: Physical
Security 62%, Network Architecture 69%,
Inventory of Assets 63%, etc.) are less often
complete than those of Vendors or Vendor
clients. It is possible that End Users lack the
end-to-end visibility needed here. It is also
important to keep in mind that Vendors are
often mid-stream and must consider
security of their own supply chain and
application security as well as what they
provide their clients/customers.

Every item listed in this chart addresses
critical points in preventing bad actors
progressing along their kill chains (or
catching them as they do). We recommend
developing plans including all these
components, each with defined assessment
and remediation cycles.

Components included in organization's (CS)? assessments

49%

Review of security awareness and training program(s) _ 36%
(]

53%

reviewotincdent Response Pant) . N -
0

63%

Review of cybersecurity policies and procedures (and documentation) _ 55%
0

21%

Review of business and financial systems
Y I

40%

Review of 3rd party Assessment of organizational Penetration Testing _ 33%
0

62%

el 00000000 EZ

69%

Network architecture
I, -2

46%

Inventory of external connectivity _ 24%
0

63%

Inventory of assets
y _ 39%

58%

Cyb ity rol d ibiliti
YPErECHITy TOTes Snereseonsbiie i -/

26%

Comprehensive (e, endio=nd) . N
(]

0% 10% 20% 30% 40% 50% 60% 70% 80%

End Users ®Vendors
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(CS)? Assessment Responses —
High M vs Low M

To complete the triumvirate of
organization’s (CS)? assessment factors we
investigated what they do after their
analyses. Again, we see that High M
programs follow through on assessment
findings more often than Low M programs
on every metric. Particularly notable are
their actions to Develop and implement.

Remediation Plans (41.0% Low M vs 67.7%
High M) and Replace Vulnerable Control
System Hardware, Software, Devices, Etc.
(29.5% vs 61.3%).

While investments on cyber hygiene
activities (e.g. network
segmentation, training and
vulnerability patching) are key to
prevent potential compromise to an
industrial network, it will be tough
to prevent a highly motivated and
technically sophisticated threat
actor from accessing the network.
The ability to recover fast from a
cyber incident will be critical to
minimize disruption to operation or
supply of essentials such as
electricity or water to consumers.

Routine backup and recovery
assessments should be reviewed to
improve the cyber resiliency of
critical or industrial systems.

Eddie Toh

Partner, KPMG in Singapore and
Head of Forensic Technology,
KPMG in Asia Pacific

Activities carried out/planned in response to findings of (CS)? assessments
completed by organizations within the last 12 months

_ , 52%
Adopt new or improved security processes

68%

. . 33%
Replace or upgrade security solutions

55%

) ) 41%
Procure new security technologies

61%

Replace vulnerable control system hardware, software, 30%
devices, etc.

61%

36%

Penetration testing 39%
0

) o o 57%
Cybersecurity roadmap/initiatives reprioritization

68%

) 46%
Cybersecurity strategy update

68%

. L 41%
Develop and implement remediation plan
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Pre-Acquisition (CS)? Risk Risk assessments performed by organizations before acquiring control system products or services

Assessments — High M vs Low M (High M vs Low M)
=H
= None 6%
Risk evaluation on new devices and/or software is not the same as 0%
cyclical security assessments and must be considered separately.
Just as we saw that organizations with High M (CS)? programs carry PLC top 20 PLC coding practices for vendors and integrators providing products 25%
out overall security assessments more frequently, we note that they and service _ 28%

are more likely to conduct almost all types of pre-acquisition risk

assessment (Security Questionnaire being the exception). Increased

US regulatory activity is likely a factor in deltas touching on ) D 15%
g Yy y Y 8 ISA/IEC 62443 part 4-2 and 3-3 requirements capabilities in products

compliance for many of our respondents, but we see the high rate of _ 53%

Technical Testing among High M (27.9% Low M vs 81.3% High M) as
positive and, since it provides only snapshots, complementary to Technical testing (e.g. vulnerability analysis, architecture review, penetration 28%

perioic securty assessments. o st o) |

12%

IEC62443-4-1 Compliance
I ::

32%

Request vendor SOC 2 Type 2 report or ISO27001 certificate _ 41%
(]

41%

Informal discussions with vendor

) . ) ) 49%
Require vendor to complete security questionnaire _ 47%
0
. . . . 44%
Internal review of vendor product and/or service risk profile _ 2%
0
0% 20% 40% 60% 80% 100%
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(CS)? Awareness Training
Integration — End Users

The obvious concern here is that so many
End User organizations lack any (CS)?2
Awareness Training (16.1% Nonexistent).
Whether driven by IT departments, Risk
Management programs, wholly within
Operations or some other design, achieving
and maintaining high awareness of (CS)2
threats, attack methods, vulnerabilities,
and procedures is essential to managing
the risks inherent in any ICS/OT operational
environment. We cannot recommend
highly enough that every organization with
responsibilities for assets/operations
implement such programs.

My organization's Control System Security Awareness Training is....

39%
34%

16%

6%

Integrated with IT Integrated with A separate program Nonexistent (My
Security Awareness physical security from IT or physical organization does not
training training security training have control system

cybersecurity
awareness training)
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(CS)? Awareness Training
Integration — High M vs Low M

Breaking out our data by maturity level
groups reveals that it is exclusively
organizations with Low Maturity (CS)?
security programs lacking the relevant
Awareness Training (24% Nonexistent vs 0%
High M), while most of their colleagues in
the High M group have Integrated IT
Security and Control System Cybersecurity
Awareness trainings.

60%

50%

40%

30%

20%

10%

0%

My organization's Control System Security Awareness Training is....

53%
41%
31% 31%
24%
12%
0% 0%
Integrated with IT Security Integrated with Physical Security A separate program from IT or Nonexistent. (My organization
Awareness Training Training Physical Security Training does not have Control System

Cybersecurity Awareness Training)

HighM ®Low M
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(CS)? Training Inclusions —
High M vs Low M

Although we did not include security
training in our descriptions of the various
security program maturity levels, it is clear
from this chart that the High M
organizations invest more into ensuring a
trained workforce. The only component in
which the two groups are even close to one
another is in the use of printed materials,
which is often considered less effective
than any of the others. In fact, it is in the
most effective areas such as Simulations
(any) and Instructor-Led Training that we
see some of the largest deltas. The greater
use of Security Awareness Training
Effectiveness Testing (High M 77% vs Low M
of 54%) should enable these companies to
focus on what works best and continually
improve their training programs.

Components included in organization's control system security related training

26%
Different programs for different user populations (e.g. Management, Legal, IT, OT, etc.) = 65%
(]

36%

Printed Materials (posters, flyers, newsletters, etc.)
39%

- 24%
Instructor-led training o
(]

44%
Computer-Based Training (CBT) 2
16%
Incident Simulation (live scenario) .
44%
Incident Simulation (tabletop) .
I, -
. L . . 54%
(]
. . . . . 38%
Social Engineering simulations
44%
Phishing simulations .
N
0% 10% 20% 30% 40% 50% 60% 70% 80%

Low M mHighM

90%
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Control System Component
Accessibility

Components Accessible from the Internet

36%
tow ™ - [ 2%
26%
I 15%
Overall, this chart and those following are We do consider it curious that so many
quite concerning. To have so many components are as frequently controllable via 3 21% 36%
elements of control systems accessible, internetin High M organizations as in Low M 2 Highv I 35
even controllable, from the internet (from ones. Indeed, Servers, HMIs and § D 31 38%
15% of Low M PLCs to 39% of Low M PLCs/IEDs/RTUs are more often accessible this
Historians) indicates attackers have a very way in the former2, This pattern continues in
large attack surface and the potential for the following charts showing component 27% 20%
high impacts on these companies. accessibility from Business Networks, Al I 37%
Some of our SME contributors pointed out Vendors/Integrators, and the Cloud. D 20% =
the importance of keeping in mind that
“accessible” does reveal the controls on or 61%
method Of.that accessibility. These could be 2The high ROI placed on network segmentation by Low M —64% 75%
systems with ports open to the Internet the more mature group (75%, see chart on Top 74%

(e.g. HMI login screen?), with remote
access enabled from the Internet (e.g. VPN
/ RDP), or reachable from another machine 79%

ROI — High M vs Low M) may be an influence here. I mmm———  85%

el
exposed to the Internet (e.g. a jump host), s 64%
or on a network accessible to a jump host § High M - | — g%gﬁ
The specifics of their accessibility and = Ty 69%
protective controls on that accessibility are
critical considerations in evaluating their : 73%
risk levels. 60%

Al I, ©3%

0% 10% 20% 30% 40% 50% 60% 70% 80% 90%

Historian Workstations B Servers Human Machine Interfaces (HMI) B PLCs, IEDs, RTUs
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Control System Component
Accessibility (cont.)

These responses indicate that outside access to control systems is
prevalent today—including from business networks, vendors, and
the cloud. Because of this increasing IT/OT convergence, it is
imperative that organizations consider control system security as
part of their overall security program, rather than as a separate
domain. This applies both to security management programs
(under standards such as IEC 62443 and ISO 27001) and to the
controls used to secure and monitor these systems.

In Fortinet’s 2023 State of Operational Technology and
Cybersecurity Report, respondents indicated that OT security is part
of the CISO’s responsibilities in almost all organizations (95%). The
reality of IT/OT convergence was also reflected in organizations’
view of the threat landscape—where a strong majority of
organizations (77%) viewed ransomware as a larger concern than
other threats to the OT environment.

Rod Locke
Director Product Management

Fortinet

80%

70%

60%

50%

40%

30%

20%

10%

0%

Components Accessible From Business Network

71%

61%
59%

1% 50%

0
a9 8%
0
45%
1%
8%

56%

Monitored

PLCs, IEDs, RTUs Human Machine Interfaces (HMI)

52%; .,
0%

All High M Low M

62%
59% 60%
0

55%

52%
50%
0, 0,
49% 48%49A
0,
44% 43%
41%
39%
29%
All High M Low M
Controlled
MW Servers Workstations M Historian
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Control System Component
Accessibility (cont.)

80%
70%
60%
50%
40%
30%
20%
10%

0%

80%
70%
60%
50%
40%
30%
20%
10%

0%

Components Accessible Remotely by vendor/integrator

59% 62% 64% 63%
57455%

549
51953% % son o 49% 0 50%
41% 47% 43% 46% o
5 . 5 43%44%
41%
33% 40% o 38%
] 36%I I 37A’ 0

All High M Low M

Monitored

PLCs, IEDs, RTUs = Human Machine Interfaces (HMI) B Servers

Components Accessible from Cloud

67% 67% 70%

High M Low M

Monitored

PLCs, IEDs, RTUs = Human Machine Interfaces (HMI) ® Servers

5%, .. 60%52%  60% 61%°* 58y
’ 50% 50%
46%
25522 9
() 0
] I ] I I ] ]

High M Low M

Controlled

Workstations M Historian

50% 50%

0,
40% 380, 140% 3%, 2"

High M Low M

Controlled

Workstations ® Historian
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Current Managed (CS)? Services —
High M vs Low M

This year’s participants have again
indicated that the High M organizations
are more likely to either have managed
services already handling their
cybersecurity (25.8% High M vs 16% Low
M) or be in the process of doing so with
Pilot Projects (25.8% High M vs 7% Low M).

40%

35%

30%

25%

20%

15%

10%

5%

0%

Current state of organization's managed control system security services (High M VS Low M)

37%
26% 26%
21%
19%
16% 16%
13%
7%
6% °
We have no plans to Planning to implement Planning to implement Pilot project is currently Managed services already
implement managed within 12 months within 24 months running handle the cybersecurity of
services over our control our control systems
systems

B High M Low M
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Use of Managed (CS)? Services —
Longitudinal Analysis

The shift towards use of managed (CS)?
services is in line with many years of our
advice to readers. Training and education of
internal resources has inarguable points but
these are longer (and possibly less certain
in the short term) investments. The (CS)2
workforce supply of knowledgeable and
experienced practitioners has long been
insufficient to meet the demands of the
rapidly changing technology, practices, and
growing hyperconnectivity of control
system devices. That this feeds an
expanding market for (CS)? services is
inevitable. Our recommendation for those
companies with sufficient resources is to
pursue both internal resource development
programs and use outside expertise to
address the immediate needs of protecting
their assets and operations. We believe this
is the best approach to improve the long-
term outlook for their organizations.

Current state of organization's managed control system security services (Longitudinal)

20%
Managed services already handle the cybersecurity of our control 255
systems °
13%
Pilot project is currently running 12%
25%
Planning to implement within 12 months 20%
11%
Planning to implement within 24 months 21%
31%
We have no plans to implement managed services over our control . °
systems 23%
0% 5% 10% 15% 20% 25% 30% 35%

2020 2022 m2023
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Current (CS)? Technologies —
High M vs Low M

Other than the overall trend of High M
organizations using every security
technology more often than the Low M
group, the large deltas between the use
both of Active Intrusion Prevention Systems
(High M 78.1% vs Low M 36.8%) and
Passive Network Anomaly Detection (High
M 81.3% vs Low M 36.8%) indicate a much
greater likelihood that these companies will
identify and block attempted incursions in
shorter timespans, thus reducing potential
impact on their systems.

Security technologies in use to protect organization control system assets against cyber threats

Sandboxing

Active Intrusion Prevention Systems (IPS)

Passive Network Anomaly Detection (IDS)

NextGen Firewalls

Firewalls

Unidirectional Gateways/Data Diodes

32%
44%

37%
78%

Low M ®HighM

53%
54%
59%
26%
0% 10% 20% 30% 40% 50% 60% 70% 80% 90%
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(CS)?2 Network Monitoring —
Longitudinal Analysis

Visibility into our control system networks
is crucial to protecting those networks and
connected assets. Whereas OT culture was
historically resistant to introducing network
monitoring technologies (understandably,
due to some cases of operational disruption
occurring from doing so) into their
environments, the tools and techniques
providing this insight have continued to
mature and improve, with acceptance of
their risk/benefit ratio increasing. It is
encouraging to see the year-over-year
growth of organizations who have
implemented (CS)2 network monitoring and
plan to strengthen it, increasing from none
a few years ago to 17.9% today.
Organizations not planning to implement
any network activity monitoring has
dropped to a single digit percentage (9%)
for the first time. The results show that
organizations will continue to deploy and
strengthen network activity monitoring into
the future. The spike of organizations with
no plans to implement monitoring in 2022
(19%) was originally thought to be an
indication of many moving into the ‘All is
monitored’ state; that is called into
question by this year’s results. We will
continue to pursue this puzzle.

As operational technology modernizes,
the attack surface continues to expand
when OT systems increasingly connect
to IT systems. Threat actors will
continue to employ sophisticated
“Tactics, Techniques, and Procedures”
and exploit it against any weak links to
disrupt such systems. For example,
given the breath of its functionality,
Pipedream is an example of increased
sophistication and capability of threat
actors in disrupting industrial systems.

To detect malicious activities and
respond timely to such events, it will be
imperative to have visibility and
continuous monitoring on the
OT/IT/IIOT network.

Eddie Toh

Partner, KPMG in Singapore and
Head of Forensic Technology,
KPMG in Asia Pacific

Current state of organization’s Control System Network Activity Monitoring

All control system networks are monitored and we
are planning to increase the degree of monitoring

10%

within the next 18 months _ 18%

All control system network activity is monitored

Pilot project is in place

Planning to implement within 12 months

Planning to implement within 24 months

Control system network activity monitoring is not
planned

I -

8%

I o

10%

I

11%
-
0% 10%

2020

25%
17%
17%
17%

21%
19%

20% 30%
2022 m2023

30%

31%

40%
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(CS)? Visibility — End Users

Our team considers the confidence level
of our largest End User respondent group
(Limited Confidence, We Have Some Blind
Spots 43.7%) quite realistic. Visibility into
control system networks has always been
an issue, and it is only in recent years that
the tools to gain this important capability
have become widespread. We
recommend that our reader, if they have
not already done so, make use of these
tools to overcome the blind spots and
provide your (CS)? defenders with the
essential knowledge they need to
perform their roles.

Offline network modeling serves as
the fastest and most effective
method of providing comprehensive
network visibility in a non-intrusive
manner. It helps build an accurate
understanding of the network
environments that we are
committed to protecting without
disrupting operations. By analyzing
network configurations, topologies,
and security policies in an offline
setting, we gain deep insights into
critical communication paths and
coverage gaps that might otherwise
remain hidden during a live network
analysis session. This method
preserves the integrity and
performance of the network while
quickly identifying and addressing
areas lacking visibility, thereby
bolstering the network’s defense
against potential cyber threats.

Robin Berthier

CEO and Co-Founder,
Network Perception

Confidence in the visibility of devices, users and applications on organization networks

44%

22%
21%

7%
5%

No confidence, Limited confidence, Somewhat Very confident, few  100% confident,
don’t know what we have some confident, if any weaknesses continuously
| don’t know blind spots check routinely known monitor with tools
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(CS)? Attack Responses —
End Users

Our team was glad to see the level of
confidence in cyberattack incident response
processes among asset owner/operators (End
Users), with 58% at least Somewhat Confident
and most of those Very or 100% Confident.
This is greater confidence than this group had
in their visibility into their own networks (See
previous table on Visibility).

Confidence in organization's response processes in the event of a cyberattack

34%

25% 26%
(1)

7%
4%

Not confident, don’t  Limited confidence, Somewhat confident, Very confident, few if 100% confident,
know what | don’t we have some blind test process routinely any weaknesses continuously monitor
know spots known with tools
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Recent (CS)2 Incidents — Estimates of how many control system cybersecurity incidents have occurred in
Longitudinal your organization within the past 12 months

30%

2020 2022 m2023

‘ ‘ Org. policy prevents me from answering 10%
I
While a very slight rise in respondents Cyber attacks are only expected to 17%
involved with More than 50 (CS)? incident in increase - this is the downside of the I don't know 19%
the past year (from 5.2% last report to 5.8% digitalization of industrial production. I o
now) the obvious standout results are the There is an increasing number of
large increase in answers of None (2022 interfaces within an organization, but None 15% 17%
14.8% vs 2023 25.4%) and decrease in 26- also with external partners that I
50 (2022 19.4% vs 2023 10.1%). It is hoped unfortunately increases the attack
that this shows results of ongoing vectors. 18%
F)rotection and resiliency efforts rather than Therefore, a prioritized and focused <5 17% o
igueleliE el At approach is important to protect ’
production systems and processes. A 9%
sound OT security approach does not <10 6%
only cover technical aspects, but also I -
security processes, governance, and the <
human factor. 4% S
>10 9% S
Key for the prevention, detection and . X €
defense is to stay up to date. Because é
OT cybersecurity is characterized by two 1% f;
crucial features: Change and Speed. >25 - 19% -
Marko Vogel 4% g
>50 5% =
Partner and Head of OT Cybersecurity I z
KPMG in Germany g
0% 5% 10% 15% 20% 25% 30% 35% z
<<




Client (CS)? Incident Attack
Vectors — Regions'3

Email (35% Globally) and Compromised
User Accounts (31% Globally), potentially
overlapping concerns, are the top two
attack vectors this year, barely pushing
Infected Removable Media out of second
place even though it was encountered

more frequently as well (24% last year, 26%

this year). Region 5 (MENA) saw more
Compromised Vendor Update incidents
(36%) than any other by over 70%, while
experiencing nearly the same level of
Compromised Organizational Website
activity as Region 4 (APAC) (28% and 31%
respectively). Region 4 stands out for the
frequency of Wi-Fi Compromise (24%) and
Infected or Compromised Mobile Device or
Phone (28%), both numbers well above all
others.

13(CS)?Al is organized into seven Regions. 1) North
America; 2) Europe (Central, Western, Northern and
Southern); 3) Eurasia; 4) Indo-Pacific; 5) Middle East-
North Africa; 6) Sub-Saharan Africa; 7) Latin America-
Caribbean

In many organizations the IT Security
maturity posture is greater than the OT
Security posture for various compelling
reasons, yet there is a great opportunity
for organizations to uplift the OT
security posture, enhance security
operational efficiency, and elevate
business innovations by applying the
IT/OT cyber convergence which shall
help organizations to have unified
security posture, reduce attack surface,
enable IloT to facilitate digital
transformation and support advanced
technologies to improve decision making
for many businesses.

Hossain Alshedoki

Cybersecurity & Privacy Energy and
Natural Resources Lead

KPMG in Saudi Arabia

Attack vectors in clients' (CS)? incidents responded to in the past 12 months

Email (e.g., phishing messages)

Compromised user accounts

Infected removable media

3rd party website (e.g., watering hole attack or otherwise)

Physical security breach

Unauthorized devices

Compromised vendor update

Hardware or software infected with malware “ off the
shelf” (e.g., pre-loaded malicious software)

Compromised cloud provider/service

Compromised organizational website

Wi-Fi compromise

Infected or compromised mobile device or phone

RF communications attack

W Region 5

24%

24%

28%

% 10% 20% 30% 40%

Region 4 W Region 2 Region 1

Global

50%
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(CS)? Incident Impacts —
Longitudinal Analysis

This question has changed over the years of our
producing these reports, increasing the answer
options to improve data (and findings) value, so
there are several for which no 2020 responses
were possible.

The concerning year-over-year rises in Financial
Loss Due to Disrupted Operations, Injury, Loss of
Product are the key takeaways from this data.
Recall the emphasis on continuous operations
revealed earlier (see charts on discretionary
fund allocation priorities (page 24), vendor
guidance to clients (page 25)).

The Loss of Life responses have been a
persistent question mark over the last several
years. One would expect that a malicious cyber
attack causing human death(s) would be front
page news. Even if the event occursin a
geography where businesses or governments
suppress such reports, it is hard to see how in
the last two surveys, 5-6% of respondents
reported Loss of Life due to “cyber incidents”
without a single such incident being reported in
the press. Our participants include individuals
protecting hospitals, health care centers, etc.,
where disrupted systems may directly or
indirectly lead to deaths, but not so many
respondents as to explain this result. Are these
“incidents” in fact errors and omissions
involving computers that are being confused
with deliberate attacks?

The (CS)? survey data on intrusions show
that security incidents are leading to
increased disruption in operations, and
that these disruptions are leading to
more severe outcomes. Fortinet’s 2023
State of Operational Technology and
Cybersecurity Report found similar rates,
with 49% of organizations experiencing
some impacts in operational
environments. The report also revealed
that organizations reporting higher
maturity experienced fewer network
intrusions and fewer impacts to
operations. These organizations were
also more likely to include OT
cybersecurity posture as a significant
factor in risk reporting shared with
executive leadership and boards of
directors.

Rod Locke
Director Product Management

Fortinet

Impacts resulted from control systems security incidents at your organization in the
past 12 months

No control system cybersecurity incidents have occurred

within the past 12 months

Control system cybersecurity incidents of the past 12 months

have had no impacts

Operational Disruption (without financial losses resulting)

Financial loss due to disrupted/suspended operations

Injury

Loss of product

Loss of life

0%
38%

I, -7

12%
28%

I

26%
19%

I, 5%

0%
15%

I (s

1%
7%

.

0%
4%

N e

1%
6%

s

10% 20% 30% 40%

2020 2022 m2023

50%
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Recent (CS)? Attack Vectors —
Longitudinal Analysis

Elsewhere we considered frequency of
specific attack vectors for regional
differences. Here we look for year-over-
year trends, finding several clear growth
patterns. The ongoing increase in
Compromised Cloud Provider/Service (2020
6% vs 2023 25%), Wi-Fi Compromise (2020
3% vs 2023 18%) and Compromised
Organizational Website (2020 6% vs 2023
17%) responses are particularly noteworthy
and support threat research reporting that
attackers are expanding beyond phishing to
other parts of their targets’ attack surfaces.
The Cloud and Wi-Fi may be at least
partially attributable to increases in the use
of those solutions within (CS)?
environments in recent years. Note that
Compromised User Accounts and
Unauthorized Devices were new choices
this year, so do not appear in 2020-2022
data. Compromised Vendor Update was
added in 2022.

Attack vectors used in any of the (CS)? incidents in organizations in the past
12 months

3rd party website (e.g., watering hole attack or otherwise) 16%
Compromised cloud provider/service 12%
Compromised organizational website 12%

Compromised user accounts

I 23%

Compromised vendor update u 22%
I 18%

) - 32%
Email (e.g., phishing messages) 40%
. 30%

Hardware or software infected with malware “off the shelf” 15%
. . 9
(e.g., pre-loaded malicious software) I 13}/:‘/"

10%
Infected or compromised mobile device or phone 6%
I 13%

) 35%
Infected removable media 24%
I  23%

’ ) 8%
Physical security breach 17%
I 17%

2%

RF communications attack 15%
I %

Unauthorized devices

I 15%

- . 3%
Wi-Fi compromise 11%
I 17%

0% 10% 20% 30% 40%

2020 2022 m2023

50%
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(CS)? Threat Actors — Threat actor(s) in recent (CS)2 compromises
Longitudinal Analysis

access)

m2023 2022 =2020

50% -
46%  46% c
45%
45% -
With Nation State Actor and Negligent 40% -
Insider relatively flat (the latter continuing
to be the most cited), an annual increase in
. .. . . 0, -
reporting of Hacktivist, Cybercriminal, and 35% 205
Malicious Insider activity is noteworthy. We °
0,
did not find any significant regional 30% 30%
. . . . CH
differences. Media reporting and national
. . . . O
intelligence agencies support the belief that 5% 26%
(]
profit-motive driven cybercriminal activity 25% -
has been increasing steeply in recent years,
and our findings agree. The rise of (CS)2
compromises from Malicious Insiders, on 20% |
the other hand, has not been in the public 17%
eye. It may be a by-product of increasing 15% 15% R
societal divisiveness and tensions. 15% 13% g
11% 11% &
10% e
10% - 5
<
5% g
5% - ]
0% ‘ ‘ ‘ ‘ =
Negligent insider (well-meaning but Malicious insider (bad actors with Cybercriminal (profit-motive) Hacktivist (political/social motive) Nation state actor S
negligent individuals with trusted trusted access) g
:
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Client KPI Focus Guidance —
Vendors

The Waterfall Security and ICSStrive
2023 Threat Report shows that
attacks with OT consequences have
risen exponentially over the last 4
years. Here we see the top three
focus KPIs are operational disruption
(downtime), the number of
informational flows entering critical
networks, and the financial costs of
these incidents.

These KPIs show both a strong
desire to both mitigate
consequences and deploy robust
solutions. In support of these
ambitions are powerful engineering-
grade solutions that both reduce
physical consequences and
deterministically control
informational flows, solutions that
are part of the new Cyber Informed
Engineering strategy led by Idaho
National Laboratories.

Andrew Ginter

VP Industrial Security,
Waterfall Security Solutions

Security program KPIs for clients to focus on in the coming year

Number of sites and systems with organization’s security
requirements and principles implemented and actively followed

Security activity costs through efficiencies/improvements

The number of information flows from non-critical sources into
control critical networks

The amount of operational disruption (downtime) caused by
security incidents

The number of systems missing patches

The number of un-inventoried devices

The number of infected (malware) systems

The number of security incidents

The number of systems with expired applications and
configurations

The time to resolve security incidents

The number of shared accounts in use

The number of people clicking bad links

The financial cost of security incidents

The percentage of malicious and/or spam email that reaches
end users

The number of security incident false positives

The number of people who repeatedly click malicious links

26%
20%
35%
43%
33%
33%
20%
33%
33%
29%
23%
16%
34%
24%
15%
20%

0%

5% 10% 15% 20% 25% 30%

35% 40% 45%

50%
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Titles of respondents in relation to control system security-related work

Respondent Titles —

End Users & Vendors
ICS/OT Security Consultant 4%

22%

Process Control Engineer g 70/ 4%

ICS OT security engineer/analyst g ————— 49/ 11%

Operations Director OR Plant Director g 1% 3%

IT/OT Architect o — 5% 12%
Security Design Engineer & 3%

Security Administrator/Analyst  ——— 50, 8%

Capital Project Lead g 194 2%
3%
Project Execution Lead o 30/

— Production Engineering Manager s 70/ 3%

S Uity VAN g e e 110 127
/i Security Director  ——— 69
VP of Engineering 0%,
Chief Digital Officer  pn 1%,
Compliance Officer/Auditor  pn -9 3%
Chief Operations Officer (COO)  pu—— 39
Chief Risk Officer (CRO)  p—t— 19
Chief Technology Officer (CTO)  pu—— ———— 3
Chief Security Officer (CSO) _Z‘yﬁ%
Chief information Security Officer (CISO) 11% 12%
‘ None of the above _3% 4%
0% 5% 10% 15% 20% 25%
..‘ End Users ®Vendors




Participation by
Region

The Control System Cybersecurity Association
International is organized into seven Regions:

1. North America

2. Europe (Central, Western, Northern
and Southern)

Eurasia

Indo-Pacific

Middle East-North Africa
Sub-Saharan Africa

Latin America-Caribbean

Representation grew this year in Regions 2, 5
and 7. It is our ongoing goal to increase
participation in all Regions, both to gain
sufficient responses on all questions for
statistical analysis and to reach more
consumers of (CS)2 information, whether
practitioners, managers, executives, or
students.

10%

4%

m Region 1 (NAmericas)
Region 4 (Indo-Pac)

= Region 7 (LAm & Carib)

2023 Regional Participation

7%

Region 2 (Europe)

= Region 5 (MENA)

52%

Region 3 (Eurasia)

Region 6 (Sub-Saharan Africa)
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Respondent
Ages

18%

16%

14%

12%

10%

8%

6%

4%

2%

0%

0%

8%

2%

16%

Respondent age range

15%

15%

15%

12%

7%

8%

Under 20

20-24 25-29

30-34

35-39

40-44

45-49 50-54 55-59

60 or older
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Respondent Age by
Organizational Level

Strong majority (N>60%) of respondents in
30-50 age range. We tend to focus heavily
on the Operations group as they work most
directly with the assets/systems and make
up a critical bank of technical knowledge
and expertise which leaves with them when
they retire. Preserving that generational
store while keeping up to date with
evolutionary developments is crucial to
maintaining and improving protection of
our control systems, so it is positive that
cohorts in their mid and early careers,
those learning from more senior resources,
are represented in such strong numbers.
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15%
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5%
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Age ranges by Organizational Level
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Respondent Respondent

Education Levels Organizational Category
,,,,,
The profile of participant’s education is very similar to previous years. Nearly an even percentage swap between End User and Technology Vendor (EU down 10 points, TV up 7).

Systems Integrator was a new category this year. This was a Pick-All-That-Apply (PATA) question, so the total is
well over 100%. There was also an Other category this year, which received 5% of responses.

4 N\ 4 N\
Highest level of education completed or the highest degree received Respondent organization's category control system cybersecurity?

60% -

40%

36% 36%

35% 50% - 48%

30%
40%

25%

20% 30%

15%
20%

10%
10%

5%
0% 0%
Less than high High school ~ Some college but Associate degree Bachelor degree Graduate degree | decline to End user (my organization uses Security services vendor and/or Technology vendor (my Systems Integrator
school degree degree or no degree answer security services/technology  consultancy (my organization organization provides
equivalent (e.g., provided by others to protect provides services to protect the hardware/software to protect
Trade school, its own operations and/or control system the control system
GED) assets) operations/assets of others)  operations/assets of others)




Participation by Industry
(End Users Only)

Where do organizations go to find the aid
they need to protect their (CS)? assets,
people, and operations? Everywhere they
can, according to our respondents. The
standout response of Internal IT Security
Resources (56.2%) suggests that OT
cybersecurity is being driven by IT groups in
most organizations, with the concomitant
likelihood that IT security methods and
technologies are being applied in these
environments.

Manufacturing - Printing and Related Support Activities
Transportation - Pipeline

Transportation -Truck
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Agriculture

Delivery Services

Internet Publishing and Broadcasting

Manufacturing - Petroleum and Coal Products
Warehousing and Storage

Manufacturing - Food/Beverage

Transportation -Rail
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Management of Companies and Enterprises
Manufacturing - Fabricated Metal Product
Manufacturing - Pharmaceutical

Aerospace (including Defense)

Finance/Insurance

Manufacturing - Electrical Equipment, Appliance, and Component
Manufacturing - Machinery

Telecommunications
Manufacturing - Computer and Electronic Product
Professional, Scientific, and Technical Services (include cybersecurity services)
Administrative and Support Services

Electric Power Transmission
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Data Processing, Hosting, and Related Services
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Industries focused on by respondent's organization
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Respondent Organization Sizes Respondent Decision Roles Respondent Decision Roles — End Users Only

Best estimates of organization's workforce size Role in making decisions on control system security-related Participant roles in making decisions on control system
expenditures security-related expenditures (End Users Only)
25% 4 40% 50%
36%
449
45% %
35%
20% - 19% 40%
30%
35%
25%
15% 23% 30%
20% 25%
N
Q
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2
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Respondent Titles and
Organizational Level Representation

Respondent titles in relation to their control system security-related work

Chief information Security Officer (CISO) 11%
Chief Security Officer (CSO) 2%
Chief Technology Officer (CTO) 7%
Chief Risk Officer (CRO) 3%
Chief Operations Officer (COO) 3%
Compliance Officer/Auditor 2%
Chief Digital Officer 1%
VP of Engineering 0%
Security Director 6%
Security Manager 11%
Production Engineering Manager 2%
Project Execution Lead 3%
Capital Project Lead 1%
Security Administrator/Analyst 5%
Security Design Engineer 3%

IT/OT Architect 8%

Operations Director OR Plant Director 2%
ICS OT security engineer/analyst 8%
Process Control Engineer 3%
ICS/OT Security Consultant 17%

None of the above 4%

T T T T T T T T T 1

0% 2% 4% 6% 8% 10% 12% 14% 16% 18%




Respondent Titles and
Organizational Level
Representation (cont.)

Respondent Organizational Level Representation

9%

Executives Leaders Management Operations



Appendix B: Annual
Report Steering

Committee & Contributors

Derek Harp

(CS)2Al Founder and Chairman
Annual Survey & Report Chair,
Co-Author

Walter Risi
(CS)2Al Strategic Alliance Partner Liaison
Survey Design and Report Analysis Teams

Global OT Cybersecurity Leader
KPMG International and Partner and Head
of Consulting, KPMG in Argentina

Bengt Gregory-Brown

(CS)2Al Co-Founder and President
Annual Survey & Report Director,
Lead Designer & Analyst, Co-Author

Andrew Ginter

Survey Design and Report Analysis Teams
(CS)2Al Founding Fellow

Author and Lecturer
VP Industrial Security
Waterfall Security Solutions
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We would like to thank the following people for
their contributions to the analysis, design, and other
work in developing this report.

. Ana Girdner VP of Security, Cognite Anish Mitra, Director, KPMG in India
5 Brent Huston CEO, MicroSolved Hossain Alshedoki, Director, KPMG in Saudi Arabia
Daryl Haegley Technical Director, Control Systems Cyber Jayne Goble, Director, KPMG in the UK

sedlliEiey, U DeD Craig Morris, Director, KPMG Australia

Ul By siony Plistirel EIELE IS Joshua Turner, Consultant, KPMG in Japan

Michael Chipley President, The PMC Group Brad Raiford. Director. KPMG in the US

Rees Machtemes Director of Industrial Security, Waterfall Pablo Almada, Partner, KPMG in Argentina
Security Solutions

Thomas Gronenwald, Senior Manager, KPMG in German
Rod Locke Director of Product Management, Fortinet & y

Steve Mustard President & CEO, National Automation WEILOMELE, (R LS ST R

Eddie Toh, Partner, KPMG in Singapore
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Appendix C: About (CS)?Al

Goals

| [elge e

Dﬁj Professional networking FgW Community outreach
Vision Mission ' -

B . - "
Strengthen global critical An international organization /@\ Global alliances 200 Leadership opportunities
infrastructure by fostering control enabling peer-to-peer organizations
system cybersecurity peer-to-peer and supporting their grassroots

networking and development. efforts. El Professional development

Peer-to-peer networking on a global scale

(CS)2Al ("See-Say” for short) is a rapidly growing global
nonprofit association approaching 34,000 members
worldwide. The premier global not-for-profit
workforce development organization supporting
professionals of all levels charged with securing
control systems. We provide the platform for
members to help members, foster meaningful peer-

As a member of (CS)?Al, you join a global community of Control System Cybersecurity
practitioners who are motivated to improve and develop both personally and professionally in
this highly critical and consequential field. (CS)2Al delivers a venue for peer-to-peer connections,
small-group interactions with leading industry experts, the sharing of experiences, challenges and
best practices, and resources you need to develop and grow. Explore the growing range of
exclusive (CS)2Al member opportunities designed to help you reach the next level in your career

to-peer exchange, continue professional education journey.
and directly support cybersecurity professional If you are not already an active member of the Control System Cybersecurity Association
development in every way. International, we invite you to join our members-helping-members efforts by GETTING INVOLVED

today. Our association has many ways to contribute as a global member, speaker, teacher,
mentor, partner, contributor, committee member, (CS)2Al Fellow or research participant.
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Appendix D: Report Sponsors
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The information contained herein is of a general nature and is not intended to address the circumstances of any particular individual or entity. Although we endeavor to provide accurate
and timely information, there can be no guarantee that such information is accurate as of the date it is received or that it will continue to be accurate in the future.

No one should act on such information without appropriate professional advice after a thorough examination of the particular situation.
The KPMG name and logo are trademarks used under license by the independent member firms of the KPMG global organization.
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